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POLICY:
According to Federal law, the duty of healthcare entities to preserve information is only when, based on credible facts and circumstances, a conclusion can be reached that litigation is reasonable to anticipate.  The entity not only needs to preserve, but also be able to produce, relevant information from the point in time when the litigation became anticipated.  Therefore, healthcare entities must take affirmative steps to preserve potentially appropriate data.  This policy outlines the process for implementing a litigation hold on all pertinent data for each reasonably anticipated lawsuit or government investigation.
RESPONSIBILITY:

All employees of the Monongalia Health System. 
PROCEDURE:

1. If any component of the Health System is named in a lawsuit, is the subject of a government investigation,  is served with a subpoena, search warrant, or similar official request for documents, or feels there is a reason to believe that it may be named in a lawsuit, may be the subject of a government investigation, or be served with a subpoena, search warrant, or similar official request, then an  assessment by the Litigation Hold Response Team should be done following the checklist created for this purpose (see attachments). The Chief Executive Officer, Director of Risk Management, or their designee shall then direct the immediate retention and safeguarding of any documents that are, or may be, responsive to the request or relevant to the litigation via a “Memo Regarding Document Retention.”
2. As used in this Policy, the term “Document” has the broadest possible meaning, and includes, but is not limited to, the original and all copies of electronic mail messages, memoranda, reports, books, manuals, instructions, drawings, databases, financial statements or reports, price books, records, notes, letters, notices, confirmations, telegrams, receipts, pamphlets, magazines, newspapers, inventory books, prospectuses, inter-office and intra-office communications, contracts, cables, notations or memoranda of any sort of conversation, telephone calls, meetings or other communications, bulletins, printed matters, computer printouts, teletypes, invoices, transcripts, diaries, analyses, returns, summaries, minutes, bills, accounts, estimates, projections, comparisons, messages, correspondence, press releases, circulars, reviews, opinions, offers, studies and investigation questionnaires and surveys, worksheets (and all drafts, preliminary versions, alterations, modifications, revisions, changes and amendments of any of the foregoing), graphic or oral records or representations of any kind (including, without limitation, photographs, photomicrographs, charts, graphs, microfiche, microfilm, videotape, recordings and motion pictures, electronic and mechanical records) or representations of any kind (including, without limitation, tapes, cassettes, discs, and recordings), computer hard drive, computer diskette, computer back-up tape, or any electronic storage media, and other hand-written, printed, typed or other graphic or recorded matter of any kind or nature.  

3. IT staff may be asked to create shared electronic folders to preserve newly created, discoverable documents.  

4. The best practice to identify potentially privileged documents would be to note such in the subject line of emails so that it will assist screening when keyword searches are used to obtain relevant information.

5. Risk management will maintain a log of all litigation holds in order to record dates, decisions, and rationales.

6. In the event of a conflict between this Policy and any other document retention policy of the Health System, e.g. Policy # IMC029, this policy shall control.

7. For any situations which an employee believes may involve litigation in the future, applicable electronic information should be stored in electronic folders in order to preserve the evidence.

8. Should any staff member intentionally fail to comply with the above expectations, or intentionally destroys or alters evidence, he or she may be subject to disciplinary action up to and including termination.

Page 1 of 2

